
Snooping IoT!



Device Identity is Important













15-6e-f3-79-a0-12

Hi! I’m device
15-6e-f3-79-a0-12

Hello device
15-6e-f3-79-a0-12

Hi! I’m device
15-6e-f3-79-a0-12

Hello device
15-6e-f3-79-a0-12



15-6e-f3-79-a0-12

15-6e-f3-79-a0-13

15-6e-f3-79-d3-66

15-6e-f3-79-a0-3a

MAC address is unique and cheap
Take from Wi-Fi or BLE module
248 permutations, right…

Using MAC as identity



Hi! I’m device
15-6e-f3-79-a0-12

Hello device
15-6e-f3-79-a0-12

Hi! I’m device
15-6e-f3-79-dd-fa

Who is
15-6e-f3-79-dd-fa

?

Enumerating



15-6e-f3-79-a0-12

Hi! I’m device
15-6e-f3-79-a0-12

Hello device
15-6e-f3-79-a0-12

Device contains a private key
Messages are signed using private key
Server validates signature



Home (in)security



Insecam

Links to unsecured CCTV

Horses

Hairdressers

Peoples drives



Change my 

default 

passwords

Do you need 

remote 

access?



Hacking House Alarms



Hacking House Alarms

Jamming is too easy

Many wireless alarms have a 
remote PIN fob

We could disarm many panels by 
spoofing the radio signal from the 
fob



Ring smart door bell

Can be unscrewed from 
outside the house

Simply reset to access a 
configuration page

That discloses your Wi-Fi 
password!



A ‘smart’ door lock



Another not-so-smart lock



A cryptosystem should be secure even 
if everything about the system, except 
the key, is public knowledge.
- Auguste Kerchoffs (not Kirchoffs, and pronounced differently)



The device is already in the hands of 
the attacker



Thermostat hack



Thermostat hack



Ransomware

Could we take control of a smart 
thermostat?

Could we lock the user out and hold 
their heating/cooling to ransom?

A likely candidate found on Amazon

Quick check of FCC search suggested 
ARM/Linux



The way in

Awkward for user to create complex 
schedules from the on-board user 
interface

A lovely Adobe Air app is available to 
allow customization on a PC, then load 
to thermostat from SD card

Includes the entire firmware, should 
an upgrade be required!!



Unpacking firmware

BINGO! We have the filesystem



Examining firmware

Remember SQL injection for web 
applications?

We can carry out similar attacks 
against filesystems using 
command injection

User input is not validated in 
some cases

The upload function for the 
screen background image is not 
validated correctly, so arbitrary 
commands can be executed

The developer gave no thought to attackers 
getting hold of the firmware: 



More developer issues
This dev really didn’t think their code would ever be seen!



Taking control

Now we can upload a shell and gain full 
control of the thermostat, it even 
survives a reboot:

Create an IRC channel so we can control 
the stat remotely
Change the screen lock PIN to lock the 
user out
Change the screen background to some 
ransomware
Send on/off messages to boiler & a/c 3 
times per second until they fail

All because a filename was implicitly 
trusted by device



Physical access 
should not mean 

game over!



The device is already in the hands of 
the attacker



Solved, right…



The device is already in the hands of 
the attacker



TCU GSM
APN

SSL

GSM
Modem

pppd

SSL client

HTTP

Telematics 
client

Corporate domain admin from a car?



Key Extraction



Key extraction

VSD-03 module has no secure storage

V2.0 used ESP8266, also 
with no secure storage

ESP32 offers better security 
functionality, but has been 
thoroughly broken



Key Distribution



Getting the key to the device

How and when do you securely get the key 
material to your IoT device?

Send your keys to the factory? This 
increases cost, notably as the device 
probably has to be powered up to load the 
keys

How do you assure the integrity of the 
keys in transit?

How do you assure the integrity of the 
keys when loaded to a system on the 
production line?



How do you know that your manufacturer 
actually loads the keys correctly & doesn’t 
just flash the same key on to every device?

How do you know someone hasn’t copied 
your keys?

Other options include having the user 
configure the device on first use, maybe 
using a smart phone 

Interception or tampering with that 
configuration process is a real issue



Further device challenges



Your car

Made by Things Made by Seeed Made by ARM

Devices made by tens of makers
Who is the trust authority?
Who manages these keys?
Who is the certificate authority?





Model S VPN & Firmware Update Process

All done within terms of Tesla bug 
bounty programme

With support from Tesla

Key to it was a 4GB SD card used for 
staging updates to the vehicle



Model S VPN
Broadly, done very well. Good CAN gateway

Hardware well configured

JTAG and other programming interfaces 
locked & securely passworded



Basics

Per-vehicle keys & certificates used

Can be extracted locally from CID

Can be re-used on another system

Otherwise, well configured VPN

Interesting affinity for Wi-Fi over 
cellular for larger downloads

Early reports showed VPN keys stored 
on removable SD card

Not the case in this and later cars: 
stored on NAND flash in the CID, 
recoverable with work 



Recovering firmware

Now that we have VPN keys, we are 
effectively a vehicle in the eyes of 
the Mothership

Odd JSON responses, probably as 
second IC module we were using 
was from a wrecked US vehicle



Recovering firmware

http://firmware.vn.teslamotors.com:4567/vehicles/<VIN>/handshake

Firmware_download_url – the location of the file we will be downloading

Firmware_download_file_md5 – the MD5 checksum of the file we will be 
downloading

Download_status_url – a URL to post back the status of the upgrade

Vehicle_job_status_url

Unpack_size – size of the unpacked firmware file

Install_size – size required to install the firmware file

http://firmware.vn.teslamotors.com:4567/vehicles/<VIN>/handshake


Recovering firmware

Shell scripts are run, unpacking firmware

First checking that vehicle is in ‘park’

Install.sh runs, with only MD5 checksum for integrity

ONLY layer of security is the VPN



Analysing firmware update

Surprising lack of 
authentication from CID to 
ECUs

Ability to enable premium 
features, such as autopilot

Not clear how battery range 
was extended remotely by 
Tesla



Some interesting Easter Eggs

Sometimes firmware refuses 
to apply

Mismatch between ID of CID 
and replaced IC

Tesla kindly fixed this for us!

‘Aggresiveness’ of firmware 
push can be changed



High level conclusions

Better than many, but surprising oversights, given 
‘clean sheet’ start

Reliance on VPN only, no defence in depth
Keying per-vehicle, but trivial to extract keys

Bash on four wheels – trivial to enable premium 
functions

Access to CAN allows for reflashing of arbitrary ECUs

Taking root on the CID is probably possible, in time



User Identity is Important Also



My Friend Cayla
Interactive kids doll

Voice recognition, listens 
continuously whilst powered on

“Internet Safe” “Kid friendly”

Anti-profanity filters

… so can we make her swear?

… could someone use her to spy on 
kids?





Change the child’s location

Set off geo-fencing alerts

Can also call the child

But worst, anyone can spy on the 
child silently

Systemic: affects around 3 million 
watches, multiple brands
Same API

Insecure Direct Object References



GPS position

Then we change it



Time for a swim

Then we change it



Stealing your Car



Car theft trackers

Car stolen, GPS reports 
position using SIM

Geo-fence busted

Car alerts monitoring center

Triggers alert to driver by 
SMS, email & call

Cops alerted, GPS position 
shared

Recover vehicle



LoJack



IDORs, IDORs everywhere

Change account email address

Trigger ‘forgot password’

Take control of account



IDORs, IDORs everywhere

IDOR 2:

Delete theft alerts individually



IDORs, IDORs everywhere

IDOR 3:

Or delete geo-fences

Either directly via API IDOR, or 
manually from the web app



New Laws around IoT



EU / ENISA

Some good progress in the EU

Good guidance & a move towards a 
certification framework

BUT, not mandatory & regulation 
perhaps not until 2023



UK IoT Security Code of Conduct

Has taken a different direction, which I support

Simple approach, to ensure basics are covered by 
IoT vendors

Regulation pending this year



California Senate Bill 327
Cited My Friend Cayla

Made ‘reasonable security features’ mandatory 
from Jan 1 2020
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